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First — what is V87

V8 is the JavaScript engine built by Google. Think of it as the "interpreter" that runs JavaScript code. It powers three major

platforms:
& (9 9
Google Chrome Node.js Cloudflare Workers
Runs JavaScript in every tab you open in Powers backend servers and developer Runs your code at Cloudflare's 330+ global
Chrome tooling worldwide

PoPs

I V8 is battle-tested, ultra-fast, and runs on billions of devices every day. Cloudflare took it and brought it to the network edge.



What is an Isolate?

An Isolate is a completely sealed, self-contained execution
environment inside V8. Think of it like a VLAN — but for
code.

Just as a VLAN isolates network traffic between
departments so they can't see each other's packets, an
|solate ensures code running for one customer or request
can never see another's memory or data.

Each Isolate has its own:
e Heap memory — no sharing with others
e Execution context — its own global scope

e Garbage collector — cleaned up independently

No shared memory

Enforced at the engine level, not just policy

Microsecond startup

No OS boot, no container spin-up required

Fresh by default

Each request starts with zero leftover state

CLOUDFLARE
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The Traditional Cloud Problem



The Cold Start Tax

Every time a traditional serverless function needs to handle a request, it has to spin up a full execution environment first. This
is called a cold start — and your users pay for it with latency.

Traditional Serverless (e.g. AWS Lambda) Cloudflare Workers (V8 Isolates)

(X Spins up a full Linux container ) Starts a lightweight V8 Isolate

(X) Loads OS, runtime, dependencies I & No 0S, no container, no dependency loading
) 100ms —1,000ms cold start delay ) <bms startup — imperceptible to users

(X) Requires "pre-warming" to avoid latency l &) Always warm at every PoP globally

I Cold starts are a hidden tax on every user interaction. With /8 Isolates, that tax disappears entirely.
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The Security Gap in Traditional Cloud

In container-based and VM-based serverless, multiple tenants share underlying infrastructure. This creates attack surface at

every shared layer.

What tenants share in traditional cloud: What this means for customers:
@ Operating System kernel Data leakage risk
@D Shared between all containers on a host A vulnerability in one tenant's container could expose another's data
%Network stack Compliance complexity
Traffic can leak between poorly isolated namespaces Hard to prove true isolation for PCI, HIPAA, government audits
CPU & hardware "Noisy neighbour" problem

Side-channel attacks (Spectre/Meltdown) exploitable . _ _
A compromised neighbour tenant can impact your workload
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How V8 Isolates Solve This
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One Request. One Sealed Environment.

Every incoming request to Cloudflare Workers gets its own

: @) N @)
dedicated V8 Isolate — a sealed, sandboxed environment = | o
that exists only for the duration of that request. UserA UserB
Isolate #1 Isolate #2
This happens at the Cloudflare PoP closest to the user — B L y
) . o ) i Sealed v = Sealed v f
not in a centralised data centre — giving you the security of | o - T— :
isolation and the speed of the edge simultaneously. e
_______________________________________________________________________________________________________________ | 0O B o) |
) )
What happens per request: B
PP P 9 L UserC User D
1. Request arrives at nearest PoP Isolate #3 Isolate #4
2. A fresh V8 Isolate is created in <bms & sealed « 0 sealed +
3. Your Worker code runs in total isolation — ) /

4. Response is returned; Isolate is discarded
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Security Benefits — Your Wheelhouse

V8 Isolates give Cloudflare Workers a fundamentally smaller attack surface than any container or VM-based alternative:

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________

® No Shared OS - {9 Memory Wiped Per Request

No kernel, no shell, no filesystem. There's no OS-level attack surface Each Isolate starts with a clean slate. No data persists between requests
between tenants. Kernel exploits that compromise containers simply don't by default — critical for PCI-DSS, HIPAA, and government compliance
apply. . | requirements.

U Engine-Level Isolation & No Persistent Attack Foothold

Isolation is enforced by V8 itself — not a network policy or IAM rule that Even if malicious code runs in an Isolate, it's discarded after the request.

can be misconfigured. It's structural, not administrative. i Thereis no persistent execution environment for an attacker to return to.



When to Bring This Up with Customers

@ Migrating from AWS Lambda

Customer complains about cold starts or Lambda latency? Lead with the
<bms startup story. No pre-warming, no provisioned concurrency costs.

@ Regulated Industries

Finance, healthcare, government customers requiring strong tenant
isolation for PCI, HIPAA, or IRAP compliance. Memory wiped per request is
a strong compliance story.

CLOUDFLARE

@ Multi-Tenant SaaS Providers

Customer runs logic on behalf of their own customers and asks "how do
you ensure my customer data doesn't mix?" — Isolates are the answer.

@ Edge Compute Requirements

Customer wants logic to run close to users globally without managing
infrastructure. V8 Isolates at 330+ PoPs means compute wherever users
are — instantly.
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The Simple Analogy for Any Customer

Key Takeaways
"AWS Lambda gives every customer their own apartment in

a shared building — but they all share the same plumbing %7 Fast — No cold starts. Instant scale at the edge.
and electrical. /8 Isolates give each request its own sealed

pod with zero shared infrastructure. Faster to start, cheaper
; ; ; ) Secure — Engine-level isolation. No shared OS. Memory wiped per
to run, and if something goes wrong in one pod, nothing else [ request

is affected.”
S Global — Runs at 330+ PoPs. Code runs where users are, not in one
Remember these three numbers: region.
e <bms — Workers cold start vs 100ms—Ts for
Lambda =g Serverless — No infrastructure to manage. No containers, no VMs.

e 330+ — PoPs where Isolates run globally

e 0 — shared OS components between tenants



